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- Interagency Group/Countermeasures - .
' washington, D.C. 20505 . AU R
CT e D/1CS-83-0676
. ‘ 10 May 1983

_ MEMCRANDUM FOR:_‘Membens_and Invitees

- FROM: - i-ff”7:

R -~1Execut1ve Secretary _ -
_ SUBJECT:" Interageny Group/Countermeaeures (IG/CMj": i
T Administrative Actions B

: 1o The-final mimites-of - tneifoorth 1G/CM .meeting are enclosed as -
Attachment T -_Addressees-are asted to.examine the minutes and'comp1ete o
a551gned act1ons as requ1red _ _ - ',':,‘ R _‘"0_,

~r—--,._,.‘, _~_k_ n.,.‘,v’, § I

i 2. The f1fth meetnng of the IG/CM will be he]d on Frlday, 3 June 1983

. at 1400 hours. The meeting will convene in Rm. 6744, Department of Justice,

"~ 10th- and Pennsylvania Avenue, N.W., Washington, D.C. Seating space in. the DoJ
secure conference room 'is I1m1ted therefore, attendance at this particular -

~ meeting should be restr1cted to the minimum requ1red to address agenda b
1tems. TR L \x . . _ . : L

. " The- meet1ng agenda is enclosed as Attachment 2. Addressoes have
‘_-a!ready rece1ved materials pertinent to all issues listed in paragraph-2_,
~ of the agenda except for the draft industrial security policy memorandum,‘ ‘
‘which is enclosed as Attachment 3. It is anticipated that the status
reports reflected in paragraph 3 of the agenda will be 11m1ted to 2-3
m1nutes each. I _ .

" b. -Members and 1nv1tees are requested to ca]l\
[::::::::] by COB 31 May with the names of 1nd1v1duals who will be
" attending the meet1ng.

3. NSA has submitted a proposed new issue for 1G/CM cons1derat10n thch
- is enclosed as Attachment 4. Addressees are requested to prepare reSpect1ve
agency comments/positions on the proposal for discussion at the 3 June

meeting.

Attachment:

a/s 0S REGISTRY

LR-J134./4]

Regraded Unclassified when
attachment is removed.

CONFIDENTIAL

Approved For Release 2009/08/03 : CIA-RDP87BO01034R000400050001-9 ==+ = =wiops soivems 0 oo e,




25X1 - '_ -

25X1

25X1 -

25X1

B e CRTR N R

Approved For Release 2009/08/03 : CIA-RDP87B01034R0004000500019

Approved For Release 2009/08/03 : CIA-RDP87B01034R000400050001-9

[ )

-

SUMMARY OF IG/CM MEETING

14 APRIL 1983 -

S 71 The fourth 16/M meetmg was convened at 1400 hours, 14 April 1983,
- by the Chairman (DUSD-Policy), General Richard ilwell, USA (Ret ) A.
I:stIng of 1nd1v1duals attend1ng 15 attached._ : ‘ C

: 2. Genera1 St11we11 adv1sed the membersh1p that on 11 March 1983 the :
SIG(I) had approved the IG/CM paper on Foreign Civil Overflights of the U.S.
- and had -forwarded it to the NSC for further action. He also advised that the

--3.-~IG/CM>approved ‘report on Unauthor1zed Disclosures had been signed by the
.
out 1mp1ementation procedures.--The Chairman reported he had provided the
. :Senate Select Committeé on-Intelligence (SSCI) with a status update on issues

—

the. IG/CM is. current]y -considering and that the SSCI seemed pleased with the -

" extent of IG/CMTinvolvement.. _General Stilwell commented on the French
., Government expulsion of 47-Soviets for reported involvement in intelligence
. activities (technolegy transfer) and observed that the incident w111 hopeful]y
have a benef1c1a1 effect in the U S o R

Y1 President as NSDD-84.:<The NSC is involved in working groups which are ironing

i 0

' 3. The Cha1rman 1nv1ted attent1on to the agenda and ca]]ed for status e

R reports on 11sted issyes: ‘;;;:S_

e

Fore1gn C1v11 0verf11ghts. The Chairman reca11ed hts'eben1ng e

...> remarks and suggested-that Mr. deGraffenre1d NSC representative, keep
the membersh1p posted on the paper 's status in the NSC. _

Act1on' Mr deGraffenrﬁid:if:to report on the overf11ght paper ?f'

status at The ne; next IG/CM meet1ng _
- b. Unauthor1zed D1sclosures. Mr. deGraffenre1d reported on -
'progress of the task to develop implementing procedures for NSDD-84.

Essent1a]1y, there are four segments being examined. Steve Garfinkle of -

the IS00 is chairing a group examining the prepublication review aspect
and other forms. This group has identified a number of policy questions
and 1s seeking the appropriate channel for their resolution. A Media
Contacts Group led by Bob Simms is Jjust starting its tasks. The two
_remaining groups are led by Dod. The Unauthorized Disclosure

" .Investigative Procedures Group is examining the criteria the FBI will use

to initiate unauthorized disclosure investigations. It is also working
with OPM on the polygraph issue. The fourth group is examining the

~ Federal Personnel Security Program. It is, therefore, doubtful that
implementing drafts will be ready by the 18 April deadline. Mr. :

CONFIDERTIAL .
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f

deGraffenreid hoteﬂ that a number of new investigations are being called
for under the thrust of NSDD-84. e -

Action: The NSC representative will keep the IG/CM apprised of |
‘significant developments concerning the development of implementing '
procedures for NSDD-84.. Another status report is requested at the next
1G/CM meeting. L - . o :
_ c. ~ OPSEC.. The 0SD representative, Mr. Snider, distributed an

. OPSEC policy paper which integrates all member comments received to
" date. ' State is to.take a final look at the paper and provide concurrence

decision by not later than 18 April. A1l other members concurred with

+..»- - the paper. .

Pt ot E e
ShelSH s o -

O
.

“?L;?QLJ‘ﬁLﬁiActidhi5vTﬁe§IG/CM Secretariat is to forward the OPSEC paper to

" the SIG(L) subSequent to noon, 18 Apriﬁz_?ffitor jts status, and report

‘.- -as-necessary i the 1G/CM membership. | e o o

1 ! :"'i':r‘":"“‘il"'i' A h e T . -

UL LY Fourthobevel” of Classification. Mr. Spnider advised he had

- discussed the "Canfidential Modified Hand1ing Authorized” (CMHA)

-classification possibility with 1S00 as promised. 1500, while agreeing

" that such a classifiction could be .implemented with modification of the
I1S00 Directive, opposed doing so. The principal objections were the
probable confusion which would result and the adverse impact it would

Ll

have on-Defense-contractors. Mr. Snider distributed a related study done 3'

~ by Mr. Art Van Cook and advised- that the ISO0 Director has recommended
its conclusions. as an alternative to the CMHA approach. -The study
suggests each agency protect sensitive information through implementation
of its own internal conirols and offered a way in which DoD could o
accomplish this. Mr. Snider jndicated 0SD would like to put the fourth
.classification issue on hold until DoD evaluates the Van Cook approach
more thoroughly.. He advised the Van Cook study reportedly takes the
legal (FOIA) aspect into consideration. The Army (Col. Press) and Air
Force {Mr. Paseur) representatives responded to the Chairman's request :
for comments. They indicated they still strongly support having a fourth -~
classification and have great concerns about industry/contractor :
adherence to the sinternal™ controls concept, but will examine the Van °
Caok study. Mr. Snider advised that on 21 April the Senate Judiciary

. Committee will consider the legislative action the IG/CM recommended to
exempt technical data from FOIA provisions. | Co .

~ Action: . Members are to examine the Van Cook study and prepare !

" to comment on it as an alternative to the fourth classification

proposal. DoD is to coordinate its position. _

e.: 'Damage Assessmehts...The SECOM representative;\

introduced a paper distributed to members via 1IG/CM Secretariat
memorandum dated 7 April 1983. After summarizing the various options for

CONFIDENTIAL. ; :
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"'x_ -whith;grgfthegéubjedt‘bf ongoing criminal investigations, this could
- raise~a.question of CIA:-involvement in domestic law enforcement. State i

[

C oo and vihere we now stand.:
R _‘,unr- [ Sla S11g ) R

" accomplish/perinit s (
.toraccomplishithe ‘purposes; and (3) any specific input elements the

25X1

25X1

- base..’ These-

a 1e$$ons‘1éarned data base, he recommended one of the options be chosen,

that it be limited to intelligence compromises only, and that a pilot
study be conducted to determine how well it meets the needs. General:
discussion followed on the cost of a pilot program--estimated at $200,000
over a one-year period, what purposes a data base would/should serve, and

. what ingredients should make up the data base. The Justice

representative, Ms..Lawton, pointed out two problems: If the data basé'f
contained ‘names of individuals on dissemination Tists, we would have a:

Privacy Act problem;.if CIA holds the data base files on compromises : _

¥
;

and:Defense. objected to- the inclusion of names in the data base. DoD : T
further-observed that their attempt to construct a similar type data base i

‘ -.y1§1§éﬂ;qdé§§jqnab]éirésu1ts. ‘A review was given of why the issue of

damage “assessment“was before the 16/CM, what the task has been to SECOM,

e'Chairman asked members to examine options (1) and _
\ .. Members are to -identify, in_writing for edch o
idiyidual agency preferences are for: (1) the purposes of;
/data base, e.g., what it is hoped the data bise will .’

2) vhat input elements the data base should cortain’ .

agency would ot support in a damage assessment lessons learned data 7. .
items.will.be discussed at the I6/CM meeting and A
rovided to SECOM for.reconstruction of a.second strawman.’

T

- f. - Industrial Security. Mr. Snider reported the resilts of his
research into the best vehicle for national level promulgation of the
FOCI provision of the DoD Industrial Security Regulation. A National

 Security Council Policy Memorandum was the vehicle recommended to and

approved by_thg membership.

" Action: DoD will prepare a draft policy memorandum on

Industrial Security and arrange for its timely diffffﬁUtion so that

members can comment/concur at the mext meeting.
g. Personnel Security. The Dol representative, Mr, Cinguegrana,
advised that the new NSDD-84 specifies that DoJ will chair the research
into implementation procedures for personnel security aspects of that
Directive. Since DoJ representatives had previously deliberated with the
IG/CM working group on personnel security, Dod will look into B
incorporating the conclusions of the IG/CM group into NSDD-84 actions..

- Dod is considering different approaches to the project, including the

option of two subgroups chaired by OPM and DoD respectively. A fin

approach, however, will not be decided upon until initial consult
are completed with DoD.-and OPM. ‘

N
~
<

| 3
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~ Action: Dod will cont1nue to work the personne] security issue
as chartered by NSDD-84, and DoD representatives, work1ng with Dod, will
, push for. incorporation of the 1G/CM work1ng group's conc1us1ons 1nto
25X1 . nat1ona1 po]1cy documents. ‘

25X1: o .. COMSEC Mon1tor1ng, The NSA representative,| \advised
o that a draft of NACST 4000 had been out for comment since February
1983. The civil sector had no comments but the Military Services, with
_ Navy leading, had several. He opined that rewording of the draft, in
_ L ' . . ‘coordination WIT?_EQJAJW1]] resolve prob1ems and that a f1na1 draft cou]d '
25X1 . be out by May. . L

_w

: Action NSA 1s?to cont1nue to push for ear11est comp]et1on of
inaldraft and adv1se the IG/CM of s1gn1f1cant prob]ems if they

25X1 . ¢
25X1

P ST Organizat1ona1 Study. \Study D1rector adv1sed
o *that -a fjnal draft-of-the Organizational Study would be out to members by
v "10 May'aiA min mum’ ¢ ‘of. two weeks will be required for field comment, and
subsequentfdrafts “are anticipated. As a result, it was. determined that
‘thé SIG(I) Cha1rman be advised that 1t is un11ke1y the study w1]1 be
31~ ‘ : .

25X1

P Y

an will advise the SIG(I) Chairman of;' S
will continue efforts to exped1te, -

tudy and al vise o 51gn1f1cant problems if they

25X1 -

comp]etlon qﬁﬁth

,....Hjn». PR N AR S SR S

occur.“~ (U)‘* AR
.,,.,.t_,‘.‘ s, l. ._a—.'-'w Z-‘ [l ey

. ' TEMPEST P011cy. The NSA representatlve ad01§éd that“the '
Subcomm1ttee on Compromising Emanations (SCOCE) has been working on

alternatives for TEMPEST policy. A draft revision of CONUS TEMPEST
Standards is to reflect considerable relaxation of current .
requ1rements - Overseas requirements are to remain high. :The Chairman’ .
suggested deferral of discussion on-this issue until completion of the;
0rgan1zat1ona1 Study since the study w1]1 also address TEMPEST T

M‘-”

25X1

.oy __,.,..,_,. i -.w.r\,.-,--—nv.«u--. J.n"r - : )

Act1onzv IG/CM act1on on th1s issue will be he]d 1n abeyancqj_‘
unt11 comp]et}on of the 0rgan1zat1ona1 Study : :

,.w-J

k. Secur1ty Enhancement of U.S. Embass1es. The Cha1rman d1scussed
SIG(I) reaction to this subject when surfaced at its 11 March meeting.
.The results of that meeting, as well as a DIA position paper distributed
to members at the instant IG/CM mesting, caused the Chairman to suggest
the need for redefinition of the problem the IG/CM needs to consider.
The Chairman asked that State chair a working group composed of State

: DIA, CIA and NSA members, at a minimum, to accomplish a reexamination of
25X1 _ the prob]em and to report f1nd1ngs to the membersn1p.

4 .
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.. -Action: ;State is to identify a chairperson and call a meeting of!
appropriate representatives to reconsider what aspect(s) of the security
of U.S. embassy.problem the IG/CM needs to address. The principal guide -’
in. this review is: to be pertinent portions of Chapter VII in the study, ;°
9C§quijﬁ§ie§gﬁggjggpgﬁpeiﬂpsti1e‘Intel1igence Threat;.1983—1988.".[:fj:] 3

' 4. The Chairman opened the floor to discussion of new issues for IG/CM .-

consideration: - .- ' e Ce . o e .
.~ . ... Both DoD and State suggested that knowledge of the background,

~... " methodology, and purpose of -the recent French Government expulsion of

_ f; 'Soyiét?dip]omats_wpu]d’proVide beneficial lessons learned data to

7 -InteYTigence Community members. ' , S

Fi6/cH Secretariat s to coordinate with CIA Gi'the "5
‘briefing on the subject and report to 16/CM members at =
_:_"‘ o b A ) R “ AP S u-r. B R o Y R

AR} ¢Ihefﬂavy*r§bF€Sentative, Captain Hoskins, passed cut a list .

- containing five proposed issues (attached). The Chairman asked the K

' _membership;tajreview the proposed 1ssueEﬁafd.nrepare their views on -
Tacceptabilitysfor’ 16/CM consideration. [

.5
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DEPARTMENT OF THE NAVY CANDIDATE ISSUES FOR THE
lNTERAGENCY GROUP/COUNTERMEAbURES

KA

vy S AT L

1. (U)‘ Natlenal Polxcy on"Use of the Polygrag_. A number of, md1v1dual mttxatwes have f
‘been -launched in this area; the cumulative eifect of these possxbly dxsparate efforts

“ineeds to be- examined and 8 netlonal policy, developed. T

IR »‘E-%m‘&r.‘e“u.".u,.._rs S i T

(U) ‘National® Policy on- Antlcompromlse Emergency Destruct (ACED) “A new 'fen:nily1
Tofr equ:pment is'. being; developed by the Navy which will permit the anticompromise”

emergency destruction of ‘sensitive mformatxon and equipment: However, lack of a ,-

;r}auOnal pohcy.and "pproprlate fundmcr may limit the effectlve development of the new -

“'%-;:Sﬁ"(sq)ﬁi‘iatmna‘t;Pohcy:.on ADP Securlti At present “there appears to be consxderable o
1£ferences _1:} the: apphcauon of ADP security measures. This is of particular concern
: t“ADP securlty vulnerablhtles are targeted for exploltatlon by hosme .

-

[ e i

Rt

al Policy. on‘ Secure Telephones “The loss of sensmve mformatlon in non- 3

secure telephone conversatxons is a major security problem which may be solved only by

a hlgh-level-support'" eter ava11ab111ty end use of secure commumcatxons equlpment. .

e :
SN Mo 0 e S

o 5.. (U) Deﬁmtlon “of Unclassnfled National Seeurity !nformatlon. Certain national policy ¥
. a now regquires that such information be protected; in order to protect this 1nforma'non, it |
* must first be, define nd protectwe thresholds estabhshed. T L

bl e..r-..;».-x-u- Fade 1o e

s e r——C———_— .

-

" Classified by: Multiple Sources '
Declassify on: OADR

[P

CGE:F:C’?:T!&L :

- —

i S —
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.  AGENDA
47 Fifth 16/CM Meeting
o3 June 1983 :

. 1;1”76haiﬁﬁan's Opening Remarks o

' ’Discbssions:l

3o el e

e e . Cdtarenid . T""" m-‘ﬂhﬁ r'x;‘i."-'ﬁ' na L
R T o ] 1f. age nputs to damage assessment less earned
T data: s¢ ~Course <?,7@a,_ﬂsy-
Naviy- prOposed IG/CM issues.  Decisior onf.
L 1gnment of act1on as appropr1ate. et
1 ’f 3 A2 it h - [ i PRI ) . y

NSA‘prOposed IG/CM ‘issue. fDeéﬁsiaﬁﬂpn

ignm tﬁpf action.as appropr1ate.u . «j
§0verf11ght po11cy paper - NSC representatlve 'rﬂfu';_"' SRR
Cib. NSDD- 84 = NSC and Dod representat1ves : | »
Q}EEreseefat1ve _ " RO
B ey "-"W.. x-,?f’\".ii"“e g ‘m'w T T e . -.}.:':
_ouniermeasure organ1zat1ona1 study-' CCIS representat1ve1
fi“f French expu1s1on br1ef1ng -- CCIS representatlve '
ADHINISTRATIVE NOTE. e | 1f¥52ﬂf}ﬂjlﬁx G

'w—.um.xﬂ PR b vy e 07 *r-v--rn e,

_ The 1G/CM Cha1rman has accepted DoJ s offer tq host ‘the Fifth IG/C? ‘”-‘
meeting at the new DoJ secure conference facility.” Attendees will find use of -
the Dod entrance at-10th and Pennsylvania Avenue the most convenient for "7
access to Room 6744.,s(51xth floor; - left off elevator to first corridor.’ For /.
‘additional directions once in the Dod bu1]d1ng, if needed,

call Barbara,"
633-3738.) . . o i e
"CONFIDENTIAL
NTMAMENT 2.
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WASHINGTON, D.C. 2030}

.9MAY1'9837‘:

MEMORANDUM FOR THE EXECUTIVE SECRETARY, INTERAGENCY GROUP/
a COUNTERMEASURES _

SUBJECT.: Draft NSC Memorandum Industrlal Securlty -

q.,_»w,. o

At “the 14 Aprll meetlng of the IG/CM, 1t was agreed that the =~ .- *
proposed national policy statement in the area of industrial =~
'»_securlty = dealing with the ownership of U.5. firms by '
forelgn lnterests -~ would be placed in the form of an NSC
9 memorandum, rath than”as an amendment to E.O. 12356 or ISOO
: Dlrectlve No, ' - :

Accordlngly,{t e-ﬁroposed memorandum has been prepared

lncorporatlng what hadwpreV10usly beeri agreed to by the IG/CM

without objectlon. Request that copies be prOV1ded IG/CM

" members -in advance of the next meeting, so that this memorandum
) may be con51dered for transmlttal to the SIG I._g

el L. Britt Snider ‘ .
Loy e _Director for Counterlntelllgence.

- and Securlty Pollcy [P O
osn Member e '

Attachment X ) ‘
Proposed Memorandum

ARdOWMRT Y - o S g

B
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- 'NATIONAL SECURITY AGENC‘

. FORT GEORGE G. MEADE. MARYLAND 207535

- - Serial: N/GSBZ
. 26 April 1983

— MEMORANDUM FOR THE EXECUTIVE SECRETARY, iG/CM

‘ SUBJECT.. Proposed New Dgenda Item
' l Enclosed for con51deratlon as an IG/CM agenda item 1s:
“ an issué .paper on cryptographlc access requirements and an
associated proposed NSDD entltled "Safeguardlng Cryptographic
”Informatlon and Materlal :

R 'he Natlo,alrSecurlty Agency believes a formal
.crvptographlc access program is the key element in our efforts
~ to counter the HUMINT threat to U.S. cryptography. Pursuing -
" the 1n1t1at1ve begun ih NSDD-84, our proposed NSDD would establish
a natlonal cryptoqraphlc access program based on several criteria,

f~v lncludlng a- requlrement for consent to aperlodlc, limited polygraph
examlnatlons. ;i;.»

A _---"‘

o r

3. I recommend the enclosure be circulated to the members J
for -di:scussion ae‘our next mEEtlng. .
o . . !7""-‘ ': . ' . \

_ HAROLD E. DAN@LS , JR.
- NSA Representative, IG/CM .

Encl:
a/s

/] Hacla Yy
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